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Data Breach Response Policy  

Policy Title:  
Data Breach Response Policy 
 
Responsible Executive(s): 
Jim Pardonek, Associate Director and Chief Information Security Officer 
 
Responsible Office(s): 
University Information Security Officer  
 
Contact(s): 
If you have questions about this policy, please contact the University Information Security 
Office. 

 

 

I. Policy Statement 

This policy covers all computer systems, network devices, and any additional systems and 
outputs containing or transmitting Loyola Protected data or Loyola Sensitive data. The 
purpose of this policy is to provide a process to report suspected thefts involving data, 



                         
   

Last Updated: Date   Page 2 
 

should be contacted based on the location and details of the incident.  If a local law 
enforcement agency is contacted, the name of the agency and the report number should 
be provided to Loyola via the methods of contact outlined above.   
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This checklist covers items that the response team should consider while responding to a 
security incident. 

�x Materials that may need to be developed to handle the incident including: 
�x Web pages 
�x Notification letter 
�x Press release 
�x Q&A for media 
�x Q&A for call center and other responders 
�x Alert university leadership teams (President, Cabinet, Information Technology 

Executive Steering Committee, Deans) so they understand what is being done to 
address the incident and are apprised of status. The order and frequency of 
updates to these groups will be determined by the CIO depending on the incident. 

�x All available information about the incident, including both information that has 
been confirmed and information that is suspected, will be provided to the 
response team.  As new information is discovered, it will be provided to the 
response team as quickly as possible. 

�x Daily conference calls to checkpoint progress and obstacles are tremendously 
helpful in keeping things moving and sharing information. 

�x Size and severity (likelihood of fraud) of the incident may warrant different 
actions, i.e. whether credit monitoring is affordable and/or appropriate. 

�x Track the amount of time that has passed between incident, discovery of incident, 
and notification of affected individuals. While none of these steps are necessarily 
long, each one of them adds to the number of days to notification. 

�x If contracts need to be negotiated to provide services to the affected individuals, 
those negotiations should begin immediately. Check to see if previously 
negotiated contracts can be applied to the situation (especially for credit 
monitoring). 

�x Depending on the number of individuals impacted, it can take some time to 
assemble mailing address information for large groups.  Begin pulling this data 
immediately. 

�x Identify the best location for mail merge and volume printing, envelope stuffing 
and metering of the mail. 

�x Ensure that adequate letterhead and envelopes is available or ordered. Letter 
should come from the Vice President in charge of the area in which the incident 
occurred. Determine the type of envelopes (windowed vs. address labels) as this 
will affect printi
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Data Type Areas or individuals to be additionally included on 
response team 

Financial information, including 
but not limited to credit card 
numbers, bank account numbers, 
investment 
information, grant information, 
and budget information 

Finance, Director of Cash Management and/or 
Assistant Treasurer 

Information about individual 
employees, including but not 
limited to social security numbers 

Human Resources 

Student financial information Office of Student Financial Assistance, Bursar, 
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Please see below for additional related policies:  

�x Security Policy 
�x Data Classification Policy 
�x Incident Response Plan  
�x Incident Response Appendix 
�x Disaster Recovery Master ITS Plan 

Approval Authority: ITESC Approval Date: March 4th, 2008  

Review Authority:  Jim Pardonek Review Date: March 7th, 2024 

Responsible Office: UISO Contact:  datasecurity@luc.edu 

 


